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Rhode Island Guardsmen Help Monitor Computer

Networks at Combined Endeavor 2004

BY Photographers Mate First Class Janine T. Deneault, NR NIB 1118th, Ft. Carlon

BAUMHOLDER, Germany –The 102nd Information Warfare Squadron (102 IWS), of the Rhode Island Air National Guard once again has assembled at Combined Endeavor 2004 (CE-04) for the second year. This unit was recently created by the United States Air Force to provide Computer Network Defense (CND) and Information Assurance (IA) for military computer networks. This high demand unit also provides specialized Computer Emergency Response Team (CERT), functions for the Defense Information Systems Agency (DISA) and is used to combat cyber-terrorism. 

In cooperation with the German Ministry of Defense, the U.S. European Command is sponsoring CE-04 for the 10th year. This annual communications and information systems interoperability exercise workshop, May 6-19, is being held this year in two locations – Lager Aulenbach and Burgas, Bulgaria. All told, 40 NATO and Partnership for Peace countries and more than 1,100 personnel from four continents are participating. 

The Rhode Island guardsmen serves as the exercise CERT, and also provides computer network training to the various nations. One of their responsibilities is installing Intrusion Detection Systems (IDS) on the Coalition Wide Area Network (CWAN) at CE-04. IDS monitors traffic on the network and can detect tampering and vulnerabilities. 

They also enable antivirus software. If problems are detected, the 102nd aids the participating countries in downloading virus protection software and teaches them to recognize signatures, as well as how to monitor their systems from being tampered with by computer hackers. 

“The exercise is excellent because it gives us a number of opportunities,” said Maj. Brad Stoffolano, 102nd Director of Operations. “We can detect if any country is having computer issues of any kind. If they are, the CERT instructs them on how to check their systems for problems. If someone is doing a port scan on the network for example, the 102nd can isolate the region of intrusion and notify the country being targeted.” 
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“CE-04 is working with other nations and learning about each others cultures, because computers always talk to one another but people may not,” said Master Sgt. Gerard  Ditomasso.”



“The 102nd is also helping to create a common computer network security standard in the exercise for all these nations to use,” said Lt. Col. John Reed, Commander of 102 IWS.  “It is imperative for our militaries to be able to communicate and share data as we continue to band together to prosecute the war against terrorism.”

Eleven personnel from the 102nd are in Lager Aulenbach for training -- nine Air Guardsmen and two RI Army Guardsmen. The 102nd is also a joint unit consisting of 35 Air Guard, 11 Naval Reserve, five Army Guard and five full-time personnel.  Many of these reservists bring greatly needed specialized technology skill sets from their civilian job into the military.   

Combined Endeavor also gives us an opportunity to deploy sophisticated commercial technology into a tactical setting,” said Lt. Col. Reed. “The CE-04 experience is very challenging because we work with many different technologies, varied cultures, and a  wide variety opinions concerning information technology.  This environment cannot be duplicated at home station.”
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